Electronic Funds Transfer (EFT)

Core Audit Program

Audit Approach

As an element of the University’s core business functions, Electronic Funds Transfers (EFTs) will be audited once every three to five years using a risk-based approach.  The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing.

General Overview and Risk Assessment

At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes, inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment; and recent prior audits.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).

As needed, the general overview will incorporate the use of internal control questionnaires, process flowcharts, and the examination of how documents are handled for key processes.

The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the electronic funds transfer (EFT) process, specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· The program's risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud.

· Inadequate accountability for the  achievement of financial or programmatic results may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.

2. Obtain the department's organizational chart, delegations of authority, and management reports. 

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk. 

4. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

5. If the organizational structure and various reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to similar local departments, or corresponding departments at other institutions/ businesses, may provide value by demonstrating better accountability.

Business Processes

6. Identify all key department activities, gain an understanding of the corresponding business processes, and positions with process responsibilities. 

7. For financial processes, document positions with responsibility for initiating, reviewing, approving, and reconciling financial transaction types.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

8. Conduct walk-throughs of various processes for a small sample of transactions by reviewing ledger entries, and corresponding documents noting approval signatures (manual or electronic) versus processes as described by department. 

9. Evaluate processes for adequate separation of responsibilities.   Evaluate the adequacy of the processes to provide reasonable assurance that resources are properly safeguarded.

10. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

11. Interview department information systems personnel to identify all department information systems, applications, databases, and interfaces (manual or electronic) with other systems. Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:

a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What type of access controls and edit controls are in place within the automated system?

e. How are transactions reviewed and approved with the system?

f. Who performs reconciliation of the system's output to ensure correct information?

g. Is a disaster/back-up recovery system in place for this system?

h. What is the retention period for source documents and system data?

12.  Obtain and review systems documentation, if available.

13.
Document information flow via flowcharts or narratives, including all interfaces with other systems.   Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   

14.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of information resources. 

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Adequate internal controls exist to safeguard University and Federal funds;

· Adequate physical controls exist to safeguard University and Federal funds;

· Banking agreements and authorized individual listing is maintained and kept up to date
	· Misappropriation of University/ Federal funds

· Misallocation of funds

· Banking agreements may not ensure proper documentation exists for all relationships and responsibilities are clearly spelled out

· Authorized employee listing may not be updated at regular intervals, allowing for terminated employees to potentially initiate and/ or approve EFT’s


B.  The following procedures should be considered whenever the core audit is conducted.
1.  Interview department staff to document the process of initiating, authorizing and reconciling EFT’s.  Ensure the following are adequate, and validate on a test basis:

· Segregation of duties exist between the initiation, authorization and reconciliation of EFT’s;

· Determine if standard request forms are used to initiate transfer instructions and these forms are adequate;
· Determine the method used to authenticate the request (callback, signature, or testing procedure).  Evaluate the control used for each type of authentication;
· Determine the method used to reconcile confirmations to ensure transaction are processed accurately.
2.  Obtain, if available, written instructions concerning security and control aspects of EFT operations.  Evaluate the accuracy of the written instructions.  Compare written instructions to actual procedures based on interviews conducted in 1. above.

3.  Obtain copies of banking agreements and validate, if deemed necessary:

· Proper documentation exists for all relationships and responsibilities are clearly spelled out

· Determine if procedures exist to update authorized banking agent listing as employee responsibilities change.

IV.  Compliance 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Identify applicable regulatory requirements and policies and procedures.  Campus examples include:

· Applicable State and Federal Laws

· UCOP Financial Policies

Laboratory Examples include:

· Applicable State and Federal Laws

· DOE Accounting Handbook

· UC/DOE Contract Clauses

· LANL Financial Management Handbook


	· Delegations of authority may be improperly exceeded.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 


B.
The following procedures should be considered whenever the audit is conducted. 

1.  Interview department staff and determine what laws and/ or regulations are applicable to EFTs.  Confirm the above information with appropriate campus or laboratory personnel to ensure the listing of laws/ regulations is complete and accurate.


2.  Interview department staff and determine how they ensure compliance with applicable laws and/ or regulations.

3.  If deemed necessary, select a sample of EFTs and evaluate compliance with the laws and/ or regulations identified in 1. above

4.  Based on the limited review, evaluate whether processes provide a reasonable assurance that operations are in compliance with policies and procedures, and regulatory requirements.

5.  If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures, and criteria to evaluate extent of non-compliance and impact.  Conduct additional detailed testing as needed to assess the overall impact of compliance concerns.

V.        Operational Effectiveness and Efficiency 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.
	Audit Objective
	Areas of Risk

	 Evaluate the processes, specifically addressing the following areas:

· Set-up of EFT vendors;

· Approval of EFTs;

· Recording/ posting of EFT transactions

· Reconciliation process for EFT’s.


	· Inefficient use of federal/ university funds

· Adequate alternate processing procedures may not exist in the event of a disaster

· Ineffective financial management processes may result in the university paying costs in excess of the true value of the services rendered




B.  
The following procedures should be considered whenever the audit is conducted.

1. Based on the information obtained during the general, financial, and compliance overview, evaluate whether any operations should be evaluated further via detailed testing.  For example, the following should be considered:

· Extent to which EFTs are used via manual (i.e. check) payments;

· Evaluation of the process for encouraging vendors to establish EFT accounts;

· Efficiency of the processing of transactions

2.  Determine whether detailed testing should be performed.

VI.
Information Systems 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases, system interfaces, and records practices.

· Electronic or manual interfaces between systems, applications and/ or databases

· Records management policies and practices for both hardcopy and electronic records

· Appropriate reporting of information to staff and management
	·  Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following will be completed each year that the audit is conducted.

1. Identify any significant changes to information systems, and corresponding  business processes. 

2. Evaluate the impact of any significant changes to the overall system of internal controls. 

3. Identify the standard and exception reports that are provided to staff and management.  Determine if the information and the format of the information enables management and staff to properly run and control the related processes.

C.
In addition, consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of information resources.  

D.
Based on the information obtained during the information systems overview,  evaluate whether any information resources should be evaluated further via detailed testing using specific test criteria and procedures. 

GENERAL OBJECTIVES:

1.
Please provide the following to the extent that they are available:

a.
Mission statement or vision statement 

b.
Organizational chart

c.
Current delegations of authority or responsibility

d.
Most recent job descriptions for key management positions

e.
Strategic planning documents

f.
Chart of financial accounts

g.
List of regularly prepared management reports (financial and/or programmatic)


h.
List of key departmental contacts for major departmental activities 

2.
Please describe any significant changes to departmental operations in the last three years.  For example, please list any turnover in key positions; changes to policies, processes, or  procedures; new information systems; new or revised compliance requirements; etc.

3.
Please describe department management's processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process in detail and corresponding reporting, if any.  

4.
Do you have any concerns with regard to the current state of departmental activities?  If so, what are they?   If not, what departmental operations should be considered for selection as the focus or scope of the current review in your opinion?

5.
Have any departmental operations been the subject of review by any outside party (e.g., DOE-IG, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

FINANCIAL OBJECTIVES:

1.
Please describe departmental budget processes.   Please also describe departmental processes and responsibilities for monitoring budget variances (actual financial results versus financial budgets). 

2.
What financial reports are prepared regularly and with what frequency?   Who prepares the financial reports, and to whom are they distributed?

COMPLIANCE OBJECTIVES:

1.
Please explain your processes for promoting and ensuring compliance with various requirements, e.g.,  Financial Management Handbook (FMH), Accounting Resource Manual (ARM), other University and local policies and procedures, and other rules and regulations.

2.
Are there any prescribed processes for monitoring the level of compliance with specific requirements, and reporting internally discovered instances of non-compliance?   If so, please describe the processes.

3.
In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed.  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

OPERATIONAL OBJECTIVES:

12. 
Please describe any operational activities that, in your opinion, could be improved.   Specifically, what would be changed, and what would be the resulting benefit.  Has the idea been discussed internally and, if so, what was the result?  If not, why?

INFORMATION SYSTEMS OBJECTIVES:

1.
Please provide the name of the information system used for the following.  Please also note whether systems are manual or electronic. 


a.


b.


c.


d.


e.

2.
Who is responsible for systems administration and security?   How is physical security maintained for departmental information resources?  How is logical security (access) provided or restricted?   Who decides?

3.
Have any department information systems been developed internally?  If so, please describe the development process and the current status of the system(s)? 

4.
Do any departmental information systems interface with systems owned by other central administrative departments?  If so, please describe. 

5.
Does the department have a written disaster recover plan for emergencies?  If so, is that plan periodically tested?   When was the last test, and what were the results?  

6.
Are records retention schedules observed? 

7.
Have there been any indications of problems with information, i.e., availability, accuracy, completeness, timeliness, security, etc. 

8.
Have all the required software licenses been acquired?   Are maintenance agreements current? 

9.
Do you have any concerns about departmental information systems, or interfaces with other systems? 
